
VA Instance Tracking: 70977696

First Published: 1/5/2026 5:30 PM Last Updated: 1/5/2026 5:30 PM

General Information

Tracking ID: 70977696 History Log: View History Log

Instance ID
(SOW# issue# :
instance#):

50000171460:H71:3 Instance Risk: High

Instance
Description:

Release Name:no_rel_695bc91cc00cc0e430f90b8a

File Name:src/portlets/common/SocialSidebar/SocialSidebar.tsx

VulnerabilityType:CrossSiteScripting

SrcContext:src/portlets/common/SocialSidebar/

Description:
- File: src/portlets/common/SocialSidebar/SocialSidebar.tsx Line:543 Column: 47 Name:split Code: const currentUrl =
window.location.href.split("#")[0];
- File: src/portlets/common/SocialSidebar/SocialSidebar.tsx Line:543 Column: 13 Name:currentUrl Code: const currentUrl =
window.location.href.split("#")[0];
- File: src/portlets/common/SocialSidebar/SocialSidebar.tsx Line:548 Column: 26 Name:currentUrl Code:
window.open(`${currentUrl}#${safeLink}` "_self");
- File: src/portlets/common/SocialSidebar/SocialSidebar.tsx Line:548 Column: 37 Name:BinaryExpr Code:
window.open(`${currentUrl}#${safeLink}` "_self");

ExploitDesc:

RemediationDesc:

DateFirstOccurrence:

FlawUniqueId:171460-epf-pub-portal_citicms-repo-component-Checkmarx--505910928

notes:state-2

module:

CWE- 79

Module: epf-pub-portal_citicms-repo-component

Instance
Origination file:

src/portlets/common/SocialSidebar/SocialSidebar.tsx

Instance
Termination
File:

src/portlets/common/SocialSidebar/SocialSidebar.tsx

File Introduced
Date:

Instance
Origination Line
Number:

543 Instance
Checksum
(MD5):

c26f95d22c20304ca067b92ec056136b03144426

Instance
Termination

548 Instance
Checksum (SHA

https://cisoarcher.citigroup.net/Archer/default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d70977696%26hlFieldId%3d34300" 
https://cisoarcher.citigroup.net/Archer/default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d70977696%26hlFieldId%3d34300" 
https://cisoarcher.citigroup.net/Archer/default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d70977696%26hlFieldId%3d34300" 
https://cisoarcher.citigroup.net/Archer/default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d70977696%26hlFieldId%3d34300" 
https://cisoarcher.citigroup.net/Archer/default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d70977696%26hlFieldId%3d34300" 


Line Number: 256):

CSI ID:

Instance Status: Open

Instance Born
Date:

1/5/2026 Instance Closure
Date:

Issue Tracking
ID:

50000171460:H71

Instance - Days
Past Due
(Remedation
Date SBT):

Type Of Scan:

Scan Type: CHECKMARXSBT

Black Duck CVM Section

CVM_ Instance_
TrackingID:

CVM_ Instance_
Due_Date:

CVM_Issue_
TrackingID:

CVM_CVSS_
Score:

CVM_
Vulnerable_
Library_
Version:

CVM_RCE_
FLAG:

RCE:


